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1 Introduction 

1.1 Background 
The three main functions of the CRO are to a) monitor system performance, b) investigate system-
level problems and c) facilitate the sharing of knowledge among the data link community. As 
illustrated in Figure 1 below, to perform its functions the CRO will routinely need data from both the 
ACSPs and the ANSPs as well as problem reports from all stakeholders. It will create a set of regular 
performance monitoring reports and a shared knowledge of problem resolutions via the problem 
reporting database as well as more generic descriptions of common problems/resolutions on the Link 
wiki. 

 

Figure 1 CRO Inputs and Outputs 

 

In fact the CRO will also need data from aircraft operators, aircraft manufacturers and avionic 
manufacturers. This data is often a very important input to problem investigations, but unfortunately 
there are no regular CPDLC recordings on the aircraft so it is not currently possible to use aircraft 
recordings to assist in problem investigation or performance monitoring. So obtaining recordings from 
the aircraft has to be dealt with on a more ad-hoc basis and is outside the scope of this paper. 
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1.2 Purpose 
This paper is one of a set of three complementary documents addressing different aspects of the 
CRO monitoring. The scope of each paper is illustrated in the figure below.  

 

Figure 2 : Scope of the different CRO documents on performance monitoring 

• There is a document [1] proposing a set of reports to be agreed between each ANSP and 
their NSA to allow the ANSPs to monitor the quality of service as required under the 29/2009 
regulation. These reports are the responsibility of the ANSPs but could be created by the 
CRO if a) the ANSP desires this and b) the necessary data is made available to the CRO.  

• There is a document [2] that describes the data the CRO needs to monitor the air/ground 
communications system both for capacity planning and for problem investigation. This will 
require data primarily from ACSPs but may also benefit from having complementary data from 
ANSPs (MOON data). 

• This paper discusses what data the CRO needs from the ANSPs for system level 
performance monitoring and problem investigation. It describes what kinds of reports the 
CRO will typically create and the data needed to create them. It describes in which format the 
data should be made available and proposes a non disclosure agreement to assure all parties 
that the data is only to be used for the intended purpose of the CRO. 
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Together document [2] and this paper describe the main data the CRO will need in order to fulfil its 
function.  

1.3 Document Structure 
The document is structured as follows: 

• Section 1: Introduction 

• Section 2:  Describes the types of performance monitoring that the CRO proposes to do. It 
describes the parameters to be monitored and the set of reports that will be created by the 
CRO. 

• Section 3: Introduces the CRO role in problem investigation to provide a background to the 
description of what data will be required. 

• Section 4: Describes the data that the CRO will need from ANSPs in order to fulfil its role. 

• Section 5: Describes the format the data is expected to be provided in and the tools that will 
be used by the CRO. 

• Section 6: Describes the need for protecting the data from inappropriate uses. 

• Section 7: Proposes some next steps. 

• Section 8: Contains references. 

• Appendix A contains a proposed CRO non disclosure agreement. 

• Appendix B contains some extracts from example log files. 

2 CRO Performance Monitoring 
This section describes the types of system level1 performance monitoring that the CRO proposes to 
do. The principle objective of performance monitoring by the CRO is to understand how well the entire 
system is working in order to a) detect any performance problems that may occur and investigate their 
causes and b) to forecast future performance to allow the infrastructure to be enhanced as required in 
good time.  

The CRO will use the same basic set of parameters for performance monitoring as is being proposed 
in [1] by the ANSPs, but will also include some additional parameters for monitoring system health 
and performance in more detail, will include monitoring of FANS1/A aircraft2, and will prepare reports 
that look at performance from different perspectives (e.g. the network as a whole, individual aircraft 
operators etc).  

The CRO will provide a facility that will allow the ANSPs to create the reports discussed in [1] for 
themselves.  

2.1 CRO Performance Monitoring Parameters 
The CRO will create metrics for the following sets of parameters: 

• The same set of parameters as the ANSPs defined in [1] to measure system performance. 

• A set to measure the deployment of CPDLC. 

• A more detailed set of system health, performance and behaviour metrics.  

                                                      
1 There are other types of performance monitoring proposed in [2] for the air ground communications. 
2 Since several ANSPs (at least Maastricht, NATS, IAA) are planning on accommodating FANS aircraft. 
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2.1.1 The ANSP Parameters 
The CRO will create metrics for the same set of parameters as the ANSPs3: 

• Technical Round Trip Delay. The distribution of the delay between when a uplink CPDLC 
message is sent and the corresponding LACK message is received. This will give a good 
indication of the overall performance of the technical system (i.e. the ACSP, avionics and the 
ground end-system). 

• DLIC Initiation Logon Counts. The number of unsuccessful logon attempts, the number of 
successful logon attempts followed by the establishment of a CPDLC connection, and the 
number of successful logon attempts that are not followed by the establishment of a CPDLC 
connection.  

• DLIC Contact Transaction Delay. The distribution of the delay between the ground system 
issuing a contact request and it receiving a contact response, plus a count of the number of 
contact transactions per ANSP pair.  

• DLIC Contact Continuity. The probability that a contact request results in the reception of a 
contact response before the expiration timer expires.  

• CPDLC Transaction Delay. Two separate distributions of the delay for all CPDLC ACL and 
ACM transactions; one for air initiated transactions and the second for ground initiated 
transactions, plus a count of any error responses. 

• CPDLC Continuity4. The probability that CPDLC transactions are closed before the 
expiration timer expires. Calculated separately for air initiated and ground initiated 
transactions. 

• Availability (Use). The number of Provider Aborts experienced and any other losses of 
availability that have been reported5.  

• Availability (Provision). The probability that the CPDLC service is available within a planned 
service area for planned hours of CPDLC operation. 

2.1.2 Deployment Parameters 
The CRO will also create metrics to measure the deployment of CPDLC over ATN and FANS: 

• Fleet Equipage. The percentage of the aircraft fleet equipped to use CPDLC.  

• Fleet Usage. The percentage of the aircraft fleet equipped to use CPDLC that are actually 
using CPDLC operationally. 

• CPDLC Geographic scope. The geographic scope of CPDLC availability. 

2.1.3 System health, performance and behaviour metrics 
The CRO will monitor the general health of the system, its performance and use by the creation of a 
number of additional metrics. The frequency with which these metrics will be measured may vary; 
some may be created regularly and others simply when required. The set of metrics is also expected 
to change over time as the CRO needs to investigate particular issues, but an initial set is described 
below: 

• User Aborts. The number of user aborts.  

• Error messages. The number of different types of error message. 

• Message Usage. The number of different ACL and ACM messages sent. 

                                                      
3 This set of parameters is defined more fully in [1]. 
4 A transaction may expire for one of two reasons: i) Technical; some kind of technical problem or ii) Operational; the pilot or 
controller simply fails to respond in time4. Both are considered to contribute to the overall figure for Continuity but the CRO will 
maintain a separate count of each as the two causes represent different types of problem to be addressed 
5 In fact the CRO will include the count of Pas as part of a more general set of system health measures. 
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• Transport level retries7. The number of retries per ground end system identifying which 
aircraft were involved, along with the ratio of the number of uplink transport level 
retransmissions to the number of successfully transmitted TPDUs per ground end system. 
The number of transport level retries is considered a good indicator of the general health of 
the communications system. A transport level retry could occur as the result of i) temporary 
delays , ii) unavailability of a component of the network, iii) a dysfunctional VDL handoff8 or iv) 
a problem in an end system (the ATSU or the avionics). Monitoring the rate of transport level 
retries for each system on the ground and identifying which aircraft are involved will allow the 
identification of problems occurring within the network/ground system (if the retries are spread 
evenly across a number of different aircraft) or particular aircraft (if they occur more frequently 
with specific aircraft). 

• Failed transport connection attempts. The number of failed transport connection attempts 
measured per ground end system identifying which aircraft were involved. Monitoring the 
number of failed attempts to establish a transport level connection will give an indication of 
problems with the slightly longer term availability of one of the end systems or the underlying 
network  

• TP4 Round Trip Delay. The time taken from the transmission of a Data TPDU to its 
acknowledgement.  

• Inconsistency of Flight Id. The number of inconsistencies found between the aircraft flight id 
in the logon message versus the flight id  in the flight plan.9  

2.2 CRO Performance Monitoring Reports 
This section proposes a set of reports to be created for each parameter proposed in section 2.1. 
There are many possible ways in which to restrict the scope of a particular report, but the following set 
are proposed: 

• European Network Level. The report would consider all ANSPs and all aircraft operators. 

• ANSP Level. The report would consider the data for an individual ANSP. 

• Aircraft Operator Level. The report would consider the data for an individual aircraft 
operator. 

• Avionics Configuration10. The report would consider data for a particular configuration of 
avionic equipment (e.g. VDR/CMU combinations). 

As stated in section 2 it is proposed to monitor the performance of ATN aircraft separately from 
FANS1/A aircraft. Although the ED120 performance requirements are considered to apply to both (in 
continental enroute airspace) the underlying technology is different and so combining the data from 
both sets of aircraft would obscure the true performance of each. So for most parameters two 
separate sets of reports are proposed: one set for ATN aircraft and the second set for FANS1/A 
aircraft.  

The tables below propose the scope of the reports that should be created per parameter; one table for 
the regularly created reports and the second table for the more ad-hoc reports. The second column of 
the tables indicate whether separate sets of reports are to be created for FANS aircraft, ATN aircraft 
or a single report for both ATN and FANS combined. For example the ‘X’ in the ‘ANSP Level’ column 
of the first row means that a Technical Round Trip Delay report should be created for all ATN aircraft 
per ANSP and a separate Technical Round Trip Delay report created for all FANS aircraft per ANSP. 

 

 

                                                      
7 From the recordings on the ground it will only be possible to monitor uplink retries. 
8 Where the current connection is broken before the connection with the next ground station is established. 
9 Note this information would have to be gathered by the ANSPs and shared via the CRO. 
10 This will require more detailed information about the equipage of the fleet than is currently routinely available. Without 
access to this information these reports cannot be created regularly. 
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Parameter ATN / 
FANS 

Network 
Level 

ANSP Level Aircraft 
Operator 
Level 

Avionics 
Configuration 

Technical 
Round Trip 
Delay 

ATN 

FANS 
X X X X 

DLIC Initiation 
Logon Counts 

ATN 

FANS 
X X   

DLIC Contact 
Transaction 
Delay 

ATN 

FANS 
X X X X 

DLIC Contact 
Continuity 

ATN 

FANS 
X X X X 

CPDLC 
Transaction 
Delay 

ATN 

FANS 
X X X X 

CPDLC 
Continuity 

ATN 

FANS 
X X X X 

Availability 
(Use) 

ATN  

FANS 
X  X X 

Availability 
(Provision) 

BOTH X X   

Fleet equipage ATN 

FANS 
X    

Fleet usage ATN 

FANS 
X    

CPDLC 
Geographic 
scope  

ATN 

FANS 
X    

Figure 3: Scope of regular performance reports 

It is proposed that each of these reports be created regularly (e.g.) monthly once the system for 
creating the reports is automated. 

 

Parameter ATN / 
FANS 

Network 
Level 

ANSP Level Aircraft 
Operator 
Level 

Avionics 
Configuration 

User Aborts ATN X X X  

Error Messages ATN X X X  
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Message Usage ATN X X X  

Transport Level 
retries 

ATN X X  X 

Failed transport 
connection 
attempts 

ATN X X  X 

TP4 round trip 
delay 

ATN X X  X 

Inconsistency of 
Flight Id ATN X X X  

Figure 4: Scope of ad-hoc CRO system health reports 

It is proposed that each of these reports be created periodically or as required. 

3 Problem Investigation 
Link stakeholders are expected to perform their own investigations of any problems found. It is 
important that all problems are recorded in the CRO problem reporting database as it will allow the 
Link community to learn from each other; having a central repository of problems found and their 
resolutions is key to the sharing of knowledge.  

Problems which cannot be resolved locally should be assigned to the CRO for investigation. The 
CRO, by having access to data from multiple ANSPs, should be able to obtain a better understanding 
of the problem by looking at larger data sets across different configurations; looking for common 
patterns across multiple ANSPs and exploring why some ANSPs experience a particular problem 
while others do not.  

The CRO may need to share extracts from the ANSP data with other stakeholders in order to explain 
the problem and seek a resolution. 

4 The Data Required 
This section describes what data the CRO needs from the ANSPs and why. There are two reasons 
the CRO needs to collect data: 

1. To monitor the performance of the system and create reports as described in section 2. 

2. To investigate system-level problems passed to the CRO for investigation by stakeholders as 
described in section 3. 

4.1 Performance Monitoring 
To create the set of performance monitoring reports proposed in section 2.2 it is necessary for the 
ANSPs to provide the CRO with the system’s CM/CPDLC logs and transport level logs.  

The system CM/CPDLC logs would contain all CM and CPDLC messages exchanged as well as 
recording any significant events (e.g. provider aborts)11. 

The system CM/CPDLC logs might be filtered by the ANSP to remove (or obscure) certain pieces of 
data that are not important from the point of view of measuring the system performance. For example 
specific operational data such as the flight level or speed given in a clearance could be removed 
without affecting the ability to calculate the required statistics. 

The system transport level logs would contain all the transport level exchanges. 

                                                      
11 More specifically the logs should contain the information that is defined by the ’atc-messages’ ELEMENT of reference [3] 
with the exception of the cm-update message. 
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The availability reports provided by ANSPs to their NSAs as proposed in [1], to allow the CRO to 
create a combined network view.  

A report describing the number of flights for which the flight Id in the logon did not match the flight id 
given in the flight plan, and as a percentage of the total number of flights handled. 

4.2  Problem Investigation 
In addition to receiving a description of the problem and any associated data, for the CRO to be able 
to cross check problems against data from other ANSPs and look for common patterns or significant 
differences it is necessary for the CRO to have the System CM/CPDLC logs from as many ANSP 
systems as possible.  

It would also be useful to have the System Transport level logs to investigate certain problem reports. 

4.3 Summary 
In summary it is proposed that the following set of data be regularly and systematically made 
available to the CRO: 

• ANSP system CM/CPDLC logs containing the CM and CPDLC exchanges and significant 
events such as provider aborts (filtered to obscure/remove the operational content if required 
by the ANSP). 

• Transport level communication logs. 

• Problem reports  

• System availability reports 

• Inconsistency of Flight Id reports 

5 The Data Format and Tools 
This section describes the formats that should be used for the data and the tools that the CRO 
proposes to use for interpreting the data. 

5.1 System CM/CPDLC logs 
LISAT is currently being used by the Link CRO to investigate problems and is also currently able to 
create a number of statistical reports. 

LISAT has a format defined in XML [3] for exchanging recorded data between ANSPs and LISAT. The 
intended strategy is for the ATSU responsible for the recorded data to transform it into this common 
standardised format from whatever format is used for local recording, and this converted data would 
then be made available to the CRO and added to the LISAT database.  

The CRO intends to use LISAT as a front end processor to the PRISME database. LISAT will convert 
the System CM/CPDLC13 log files into a set of database tables which will then be imported into 
PRISME. PRISME will then create the various performance monitoring reports and provide the 
facilities for selecting the data of interest about particular flights that are provided by LISAT today.  

Using PRISME has three key advantages: 

i) PRISME’s user management will restrict the data available to any particular user to just 
the data they are entitled to see. So for example when a user from ANSP “A” logs on 
(using their Onesky logon) they will only be able to see data for flights operating in their 
airspace, similarly when a user from aircraft operator “B” logs on they will only see data 
for their aircraft. It means PRISME can provide a user interface to create the reports in 
section 2.2 and each user will be able to create the reports for their own set of data, and 
the CRO will be able to create the reports from various perspectives (the network as a 
whole, an ANSP, a particular combination of avionics etc). 

                                                      
13 And in future the transport log files. 
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ii) PRISME supports the export of data used in the reports into excel. This will provide a 
simple means for users to export subsets of their data (selected by date range for 
example) into Excel for them to create additional statistics of their own if required. 

iii) PRISME offers the possibility of integrating data from LISAT with data available from 
other sources such as the CFMU, so should allow more sophisticated queries to be 
created if required later. 

5.2 Transport level logs 
The format for the provision of the transport level retries and connection attempts needs to be defined 
and then a facility to importing the data into the PRISME database needs to be developed.  

5.3 Problem reports 
The current problem reporting tool (https://www.eurocontrol.int/ticketingservices/secure/Dashboard.jspa) should be 
used to report any problems with the system.  

5.4 System availability reports 
The ANSPs should provide the CRO with the availability reports that they make available to the 
NSAs. 

5.5 Inconsistency of Flight Id reports 
The ANSPs should provide the CRO with reports of inconsistencies between the Flight id in the logion 
and the flight plan. 

6 Protecting the data 
There are three different types of data to be considered: 

1) The ‘raw’ data contained within the system CM/CPDLC logs and transport level logs 

2) The reports produced to monitor the system performance.  

3) Problem reports and any data attached to the problem report. 

6.1 The CM/CPDLC and transport level log files 
The raw log data needs to be available to the CRO core team in order for them to analyse problems 
and extracts may also need to be shared with other members of the broader CRO community (other 
ANSPs, ACSPs, avionics manufacturers etc.) whose expertise may be needed to assist in the 
problem investigations. However there is no need for the raw data to be made available to anyone 
else for any purposes.  

In order to protect the confidentiality of the raw log data it is proposed that EUROCONTROL sign a 
non disclosure agreement (NDA) with each ANSP providing log data. EUROCONTROL should also 
sign an NDA with any third party CRO stakeholders that may need to be given access to the log data 
during any investigations to ensure the log files are only used for the purposes of the CRO activities 
and are kept confidential. A draft proposal for the NDA is given in Appendix A.  

6.2 Performance reports 
It is proposed to regularly publish the network level performance monitoring reports on the CRO wiki. 
The reports at the other levels (per ANSP, per Aircraft Operator and per Avionics configuration) would 
normally be restricted to just EUROCONTROL and the relevant stakeholder. 
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6.3 Problem reports 
The current problem reporting tool allows the reporter of a problem to determine who else is able to 
see it. All stakeholders are encouraged to make their problem reports available to all registered users 
to allow experience and knowledge to be shared, but this is at the discretion of the problem reporter. 
The CRO core team will identify any commonly occurring problems in a generic way and publicise 
them on the Link wiki. 

7 Next steps 
The ANSPs are invited to comment on this proposal. If accepted then the following work still needs to 
be done: 

• ANSPs should confirm that they will provide the data in the format requested15.  

• ANSPs should identify what filtering (if any) of operational content of the CPDLC messages is 
required and how this would be done.  

• ANSPs should each conclude an NDA with EUROCONTROL. 

• Define a common format for providing the transport log information. 

• Update LISAT to process transport logs. 

• Update PRISME to create the proposed reports. 

8 References 
[1]: DLS Central Reporting Office, Performance Monitoring Requirements. Version 0.6 

[2]: Requirements for monitoring through VDL Mode 2 channels. Edition 0.4 

[3]:  The Link2000+ XML Based ATC Information Exchange Format, Document Ref. : 
TRS1157/TW/4/1/63, Rev. No. : Issue 1.3 (available from 
http://www.eurocontrol.int/link2000/wiki/index.php/Library ) 

 

                                                      
15 Note it may be possible to develop some converters from system specific format into the LISAT exchange format, but this 
would need to be discussed. 



   

- 13 - 

Appendix A Proposed Non Disclosure Agreement 
 
 

CONFIDENTIALITY AGREEMENT 
 

entered into by and between 
 
<<CRO Data Provider e.g. ANSP, ACSP, >>  
- hereinafter referred to as "xxx" - 
 
and 
 

the European Organisation for the Safety of Air Navigation (EUROCONTROL) established by the 
EUROCONTROL International Convention relating to Co-operation for the Safety of Air Navigation as 
amended at Brussels in 1981, represented by its Director General, Mr D. McMillan, in conformity with 
Article 13 of Annex 1 thereto, relating to the Statute of the Agency, represented in turn by the Acting 
Head of Procurement, Mr Renaud Trapp, 

- hereinafter referred to as "EUROCONTROL"  
 
individually and jointly also referred to as "Partner(s)" - 

 
 
Preamble 
 
WHEREAS  the Partners intend to monitor the performance of the CM 

and CPDLC services in Europe and investigate any 
problems with these services in the context of the 
EUROCONTROL LINK Central Reporting Office (LINK 
CRO).   

   
 
WHEREAS in order to optimise their cooperation for these activities, the 

Partners may need to exchange certain information.  
 
NOW THEREFORE, the Partners hereby agree as follows: 
 
 
1. Purpose  
 

The purpose for which the Information is provided and may be used under 
this Confidentiality Agreement is to support the activities of the LINK CRO in 
system wide performance monitoring and problem investigation related to the 
Datalink Services deployed in accordance with EC Reg. No. 29/2009 
(hereinafter, “Purpose”).  

 
 
2. Information 
 
2.1 This Confidentiality Agreement shall apply to information defined in this Article 

which will be disclosed by one Partner to the other Partner in connection with 
the LINK CRO under this Confidentiality Agreement.. 

2.2 Information disclosed under this Confidentiality Agreement shall cover the 
recordings of operational CPDLC exchanges and ground system logs 
(hereinafter, “Information”). 
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3. Use and Non-Disclosure  
 
3.1 The Partners shall preserve the anonymity of pilots and controllers using 

Datalink Services and exclude any indication of their identity from all analysis 
and reporting. 

 
3.2 The Partners shall not provide data related to specific/particular operational 

ATC incidents. 
 
3.3 The Partners shall treat all Information (as defined in Article 2 above) received 

as strictly confidential. The Partners shall not use such Information for any 
purpose other than the Purpose as defined in Article 1 above.  
  
This obligation shall not apply to Information which was already publicly 
known or known to the receiving Partner at the time he received such 
Information or to Information of which the receiving Partner otherwise gains 
knowledge without breach of the obligations covered by this Agreement, e.g. 
Information from third parties without reservation of confidentiality, nor shall it 
apply to Information of which the receiving Partner gains knowledge through 
his own independent efforts. Disclosure of any Information to authorities 
which can compel and has compelled such disclosures shall not be 
considered as a breach of this Agreement if: 

(1) such disclosure has been required officially by such authority in 
compliance with legal regulations and 

(2) the receiving Partner has given prior notice to the disclosing Partner. 

If only a piece of Information falls in one or more of the above mentioned 
exceptions, the rest of the disclosed information shall however be subject to 
the prohibitions and restrictions set out in this Agreement. 

 
3.4 The Partners shall disclose Information to their personnel and contractors only 

to the extent necessary for the defined Purpose and shall ensure that the 
obligations set forth under this Agreement shall apply to such personnel and 
contractors in every respect. 

 
3.5 The Partners may publish the results of agreed set of performance statistics.  
 
3.6 The LINK CRO shall not publish the operational content of the Information 
 
3.7  As soon as the execution of the Project is concluded, the receiving Partner 

shall return all received Information together with copies or other duplicates, if 
any, or destroy such Information and provide the disclosing Partner with a 
statement certifying such destruction. 

 
4. Intellectual Property Rights (IPR)/ Liability 
 
4.1 The Partners understand and agree that the disclosure does not in any way 

constitute by implication or otherwise any right of or title to or license in 
respect of the Information. 

 
4.2 All Information shall be and remain the property of the disclosing Partner or his 

licensor. Thus, the disclosure of Information shall in no way have an impact on 
a Partner's or his licensor’s intellectual property rights with regard to such 
Information. 

 
4.3 No Partner shall be liable for the completeness, correctness and accuracy of 

the Information. Any such liability shall therefore be excluded.  
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5. Miscellaneous 
 
5.1 This Confidentiality Agreement shall become effective upon signature of the 

Partners and shall expire upon final completion or the closure of the LINK 
CRO. The provisions of this Agreement concerning confidentiality and use 
and non-disclosure restrictions shall remain in force and applicable beyond its 
expiration for a period of five years. Each Partner shall have the right to 
terminate this Agreement at any time by providing a one-year written notice to 
the remaining Partners. In this case, the above-mentioned provisions shall 
remain in force and are applicable beyond the termination of this Agreement 
for a period of four years. 

 
5.2 This Confidentiality Agreement shall be valid and binding for and against the 

Partners and their legal successors, if any.  

5.3 Any modifications of and amendments to this Confidentiality Agreement shall 
be valid only if made in writing. This formal requirement can only be waived 
by written agreement of the Partners. 

 
5.4 If any provision of this Confidentiality Agreement is or becomes legally invalid 

then all other provisions shall remain effective.  
 
5.5 The Agreement shall be subject to Belgian law. All disputes arising out of or in 

connection with the present Confidentiality Agreement which the Parties are 
unable to settle amicably within thirty (30) days after receipt by one Party of 
the other Party’s request for such amicable settlement shall be brought before 
the Courts of Brussels, Belgium. 

 
5.6 This Confidentiality Agreement shall be drawn up in (two) originals, each 

Partner receiving one. 
 
 
 

For xxx 

 

For EUROCONTROL, 

For and on behalf of the Director General, 

 

 

Signature  

 

 

Signature  

 

 

Name  Renaud TRAPP 

Title     Acting Head of Procurement 

Date Date 
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Appendix B Example log file extracts 

B.1 An extract from the MUAC DLFEP system log file 
2010/06/03 06:19:42.572340:FIM:Uplink:{ -- SEQUENCE  -- 
    entryTimeStamp { -- SEQUENCE -- 
        seconds 1275545982, 
        microseconds 557353 
    }    exitTimeStamp { -- SEQUENCE -- 
        seconds 0, 
        microseconds 0 
    }    dlfepMessage dlfepUplinkMessage cpcUplinkM essages cpcMessageReq { 
-- SEQUENCE -- 
        aircraftID atnAircraft { -- SEQUENCE -- 
            aircraftAddress '3c6743'H  -- BIT STRIN G bitlen = 24 --, 
            flightID '444c48354857'H  -- "DLH5HW" - -, 
            tailNumber -- void -- 
 
        }        cpcDialog 0, 
        cpcMessage '011ca2327502dc2e1d089321ad830ea 49ad140'H  -- BIT STRING 
bitlen = 146 --, 
        checksum { -- SEQUENCE -- 
            algorithmID {1 3 27 9 0}, 
            checksum '09ba862e'H  -- BIT STRING bit len = 32 -- 
        } 
    } 
}  

B.2 An extract from a LISAT input file  
The extract bellows corresponds to the extract given above. 

<!-- cpcMessageReq reported, Source: FIM at 2010/06 /03 06:19:42.572340 --> 
  <cpdlc-message flight-id="DLH5HW" icao-24-bit="3c 6743" logged-
at="2010/06/03 06:19:42" direction="up"> 
   <header> 
    <msg-id>1</msg-id> 
    <date>2010/06/03</date> 
    <time>06:19:42</time> 
   </header> 
   <msg-element id="183"> 
    <freetext>CPDLC-ACTIVE</freetext> 
   </msg-element> 
  </cpdlc-message> 

 

B.3 An extract from the MUAC Transport level log file 
2012/07/01 17:10:46.274072:dlfeponl1:GES:DEBUG:0xFF FF::10080      IWS - Mi:2390391:IWS 029:put 
QId=08F70924 Link=[7]BDC-IP1 SN_UNIT_DATA_REQ - Des t IPv4=192.168.54.9 Prio=14 Life=10   
2012/07/01 17:10:46.278056:dlfeponl1:GES:DEBUG:0xFF FF::10081      IWS - 
821f010002001e93b4011447002781836575000144590001000 04747313101 
2012/07/01 17:10:46.282060:dlfeponl1:GES:DEBUG:0xFF FF::10082      IWS - Mi:2390391:IWS 029:put 
QId=08F70924 Link=[7]BDC-IP1 SN_UNIT_DATA_REQ - Des t IPv4=192.168.54.10 Prio=14 Life=10   
2012/07/01 17:10:46.286060:dlfeponl1:GES:DEBUG:0xFF FF::10083      IWS - 
821f010002001e93b4011447002781836575000144590001000 04747313101 
2012/07/01 17:10:46.290135:dlfeponl1:GES:DEBUG:0xFF FF::10084      IWS - Mi:2390391:IWS 
016:Timer Start Fixed ESH CT=10 ES_IE2Icom.c/211 
2012/07/01 17:10:51.186118:dlfeponl1:GES:DEBUG:0xFF FF::10085      IWS - Mi:2390440:IWS 030:srv 
QId=08F708E8 Link=[7]BDC-IP1 SN_UNIT_DATA_IND - Src  IPv4=192.168.54.10 - Dest 
IPv4=192.168.54.1   
2012/07/01 17:10:51.190097:dlfeponl1:GES:DEBUG:0xFF FF::10086      IWS - 
8222010004001ed29d144700278183657500014459000100004 747313300c602000a 
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2012/07/01 17:10:51.194094:dlfeponl1:GES:DEBUG:0xFF FF::10087      IWS - Mi:2390440:IWS 
016:Timer Start Fixed ISH HT=30 ES_IE2Icom.c/550 
2012/07/01 17:10:54.386240:dlfeponl1:GES:DEBUG:0xFF FF::10088      IWS - Mi:2390472:IWS 030:srv 
QId=08F708E8 Link=[7]BDC-IP1 SN_UNIT_DATA_IND - Src  IPv4=192.168.54.9 - Dest IPv4=192.168.54.1   
2012/07/01 17:10:54.395262:dlfeponl1:GES:DEBUG:0xFF FF::10089      IWS - 
8222010004001ebeb2144700278183657500014459000100004 747313200c602000a 

 


