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1 Introduction 

1.1 Purpose 
The purpose of this document is to describe what needs to be done in order to establish the Data Link 
Services Central Reporting Office (DLS CRO or just CRO). It is intended to act as a planning 
document that will coordinate the various activities that need to be done by various parties in order for 
the CRO to be properly established. 

Section one introduces the CRO and explains what it is required to do. Section 2 then describes the 
main tasks that need to be done to establish the CRO, and section 3 provides a more detailed action 
plan for the tasks identified in section 2. 

1.2 Background 
The origin of the concept of a centralised monitoring and reporting body for the implementation of 
data link services goes back to a Programme Steering Group (PSG) meeting in 2004. During the 
initial phases of the Link 2000+ programme this function has been effectively filled by the 
EUROCONTROL programme management team in conjunction with its stakeholders via the Link 
Integration Team (LIT), and Operational Focus Group (OFG). But as the deployment of link services 
spread throughout Europe as a result of the DLS Implementing Rule, the need to establish a more 
permanent central reporting office has been recognised.  

It is proposed that the CRO be provided by EUROCONTROL given its role as the Network manager.  

The terms of reference for the CRO [1] describing the tasks that the CRO must perform have been 
approved by the Link PSG, and there have been some preliminary meetings with the link community 
which endorse the concept of the CRO, but it has not yet been formally established. 

1.3 What is the DLS-CRO? 
The general idea is that the CRO consists of a small central team, comprising a CRO co-ordinator, 
three subject matter experts (for CPDLC, ATN and VDL2), supported by and supporting the wider 
Link 2000+ community of ANSPs, Airspace Users, and Air-Ground Communication Service Providers 
(ACSPs).  

The functions of the CRO can be grouped under the following headings: 

• Problem Investigation  

• Performance Monitoring 

• Knowledge Management 

1.3.1 Problem Investigation 
Problems found when using the data link services, whether they are operational or technical in nature, 
need to be investigated and resolutions found. 

It is expected that a first level of problem investigation and analysis will be performed locally. If 
problems can be resolved locally then the CRO just needs to be informed of the problems and their 
resolution so that a central database of problems can be maintained. In cases where local resolution 
is not possible the CRO must also perform an investigation and coordinate the necessary resolution.  

1.3.2 Performance Monitoring 
The DLS-CRO aims to monitor the performance of the CPDLC, ATN, VDL Mode 2 and 
communication service provision systems at a European level, since these must all interoperate 
successfully in order to generate the expected benefits.  

The DLS IR requires ATS providers to monitor the quality of service provided. This is the 
responsibility of each ATS Provider and the DLS-CRO is not intended to replace that function, but 
may provide support by gathering statistical data.  
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The CRO is required to1: 

• Collect data and prepare monthly and overall CPDLC traffic statistics 

o CPDLC 

o ATN 

o VDL2 

• Collect data and prepare monthly operational CPDLC statistics per ANSPs and Airlines 

• Monitor and report Overall End to End Performance vs Requirements 

• Monitor the VDLM2 frequency sharing and channel deployment. 

The CRO is expected to fulfil these tasks via the gathering and analysis of operational data at the 
various levels, using tools developed for the purpose. A set of tools is already available from the Link 
programme developments but may need to be adapted to satisfy any new requirements arising from 
the CRO role. 

1.3.3 Knowledge Management 
Another important role of the CRO is to provide a central repository of knowledge regarding the 
introduction and operation on the data link services in Europe, and make that knowledge available to 
all stakeholders within the Link community. 

The CRO is required to2: 

• Collect and Communicate lessons learned 

• Maintain Reference & Guidance Document repository 

• Co-ordinate with similar groups for other airspaces 

2 CRO Setup Tasks 
This section describes the tasks and high level actions required to establish the CRO to perform its 
three main functions. 

2.1 Problem Investigation Task Setup 
There are fundamentally two things that need to be in place to support the problem investigation task: 

• A method to allow problems to be reported and the resolution managed. 

• A system to gather and analyse sufficient debugging information for the problem to be 
properly investigated. 

It has been decided to adopt a commercial tool called JIRA as the problem reporting tool. JIRA is a 
flexible tool that can be configured to meet the needs of the CRO. The procedure for reporting 
problems needs to be documented publicly so that the whole link community knows how the process 
should work. In particular the procedure should describe what level of analysis is expected to be 
performed locally before a problem report is raised with the CRO, how to raise a problem report, and 
how it will be managed.  

ACTION 1: Document the procedure for reporting problems. 

The problem reporting tool also needs to be configured appropriately, to include such things as who 
can be assigned problem reports,, who the members of the CRO are (they will receive email 
notifications of accepted PRs), etc. 

ACTION 2: Identify roles and responsibilities for CRO members (both central team and 
external stakeholders – ANSPs, ACSPs, Avionics suppliers etc.) and identify named 
individuals for each role. 

ACTION 3: Configure PR Tool and put it into service. 

                                                      
1 The first three bullets are from the CRO terms of reference, the final bullet is the result of a discussion at a CRO meeting in 
June 2011. 
2 Taken from the CRO terms of reference. 
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To support problem investigation it is necessary to gather data recording the system behaviour at 
various levels: the CPDLC service level, the ATN level, and the VDLM2 network level. Tools have 
been developed during the earlier phases of the Link 2000+ programme that are able to gather and 
analyse data at these levels; LISAT for CPDLC, ROUTE-MON for the ATN, and MOON for VDLM2. 

To date the scope of the data that has been gathered has been limited to Maastricht UAC but as more 
ANSPs introduce the data link services it will be necessary to gather information from a wider 
geographic scope3.  

There are potential legal issues4 with providing CPDLC logs containing operational data so the 
conditions under which the data is made available and for what purposes it may be used will need to 
be clearly specified and agreed.  

ACTION 4: Expand the scope of data gathered by LISAT to include data from states 
introducing data link services. 

ACTION 5: Expand the scope of the data gathered by MOON.  

2.2 Performance Monitoring Task Setup 
Although the current tools are capable of creating a number of statistics, it is not yet clear what 
statistics will be required to support the implementation and monitoring of data link in Europe, in 
particular it is not yet clear what monitoring the national regulators will require. Once this has been 
established then the tools can be adapted to support the provision of the necessary statistics. 

ACTION 6: Identify the quality of service performance monitoring requirements for each state. 

ACTION 7: Update CRO tools to provide required performance monitoring reports. 

2.3 Knowledge Management Setup 
To enable easy access to information about the data link services, the CRO should establish some 
kind of web site, probably in the form of a wiki. This would need to provide access to all the relevant 
documentation (either directly or via link to the appropriate owner of the documents), as well as 
means to record answers to common questions, and perhaps a ‘current issues’ section.  

ACTION 8: Establish CRO website. 

3 Action Plan 
This section provides a more detailed breakdown of each of the high level actions identified in section 
2, and provides a planned timeframe.  

The high level actions required to establish the CRO are reproduced in the list below: 

• ACTION 1: Document the procedure for reporting problems. 

• ACTION 2: Identify roles and responsibilities for CRO members (both central team and 
external stakeholders – ANSPs, ACSPs, Avionics suppliers etc.) and identify named 
individuals for each role 

• ACTION 3: Configure PR Tool and put it into service. 

• ACTION 4: Expand the scope of data gathered by LISAT to include data from states 
introducing data link services. 

• ACTION 5: Expand the scope of the data gathered by MOON.  

• ACTION 6: Identify the quality of service performance monitoring requirements for each state. 

• ACTION 7: Update CRO tools to provide required performance monitoring reports. 

                                                      
3 It is not necessary to ‘expand’ the scope of the data collected by ROUTE-MON since it is able to collect all routing information 
for both the SITA and ARINC networks already. 
4 The CPDLC recorded data is analogous to recording of RT between an ATCO and a pilot and the analysis of such 
information is often restricted to specific people for specific tasks (typically incident investigation). 
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• ACTION 8: Establish CRO website. 

Some of the actions are dependent on each other and so should be completed in a specific order. 
Action 1, 2 and 3 should be completed in sequence. Action 6 should be complete before action 7. 

3.1 Action 1, 2 and 3 
Action 1, 2 and 3 all relate to setting up the procedure for how the CRO will investigate problems and 
so are combined into a single set of more detailed actions in the table below. 

Step Activity Responsible Start 
Date 

End Date 

1 Draft CRO problem reporting/handling procedure. 

Identify CRO roles and responsibilities. 

CRO co-
ordinator 

March 1st April 1st  

2  Circulate for comment to link members  CRO co-
ordinator 

April 1st  May 1st  

3 Resolve comments and update procedure CRO co-
ordinator 

May 1st   June 1st   

4 Each CRO stakeholder to nominate contact 
person and provide contact details 

Each ANSP, 
ACSP, etc. 

May 1st  June 1st   

5 Update problem reporting  tool as required CRO co-
ordinator 

June 1st  June 30th 

7 Configure the users etc in the DLS CRO problem 
reporting tool 

CRO co-
ordinator 

June 1st  June 30th  

3.2 Action 4 
The actions listed in the table below are proposed to expand the scope of data gathered by LISAT to 
include data from states introducing data link services. 

There are potential issues with making the ANSP recordings of CPDLC exchanges available to other 
parties, including the CRO (since they may be considered analogous to R/T recordings). This issue 
needs to be addressed generally, but it is proposed to address this issue initially with a small group of 
ANSPs and then to try to formulate a common agreement.  

It is also proposed to migrate the LISAT tool to the PRISME platform. PRISME not only provides a 
high capacity and well supported platform under the control of EUROCONTROL, but also offers the 
possibility of integrating other information already available with PRISME with the information that 
would be available via LISAT, providing a better analysis tool for problem investigation. 

Step Activity Responsible Start 
Date 

End Date 

4.1 Establish the conditions under which selected 
ANSPs can make information available to LISAT 
(for problem analysis and for statistical analysis). 

CRO co-
ordinator 

Selected 
ANSPs 

April 1st  May 15th  

4.2 Based on discussions with initial ANSPs propose 
a more general agreement for consideration by 
other ANSPs. 

CRO co-
ordinator 

May 15th  May 31st 
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4.3 Review and agree proposed conditions under 
which ANSPs make their information available to 
LISAT. 

All ANSPs June 1st  June 30th  

4.4 Migrate LISAT tool to PRISME CRO  
LISAT SME 

Already 
started 

Dec 31st  

4.5 Identify which ANSPs and Airlines are interested 
in using LISAT and develop a plan for their 
integration. 

CRO  
LISAT SME 

July 1st August 30th  

3.3 Action 5  
The actions listed in the table below are proposed to expand the scope of the data gathered by 
MOON 

Step Activity Responsible Start 
Date 

End Date 

5.1 Document in more detail the options available to 
ANSPs who want to install an RMU and how they 
should proceed. This description should be 
added to the link wiki. 

CRO  
MOON SME 

April 1st  April 30th  

5.1 Identify which ANSPs are interested in using 
MOON. 

EUROCONTROL needs to plan what support will 
be required and when, so needs to know which 
ANSPs intend to procure/develop RMUs and will 
wish to connect them to the CMS, and more 
importantly which ANSPs will require support for 
the installation and/or training in the use of 
MOON. EUROCONTROL will only have limited 
resources available to offer support/training and 
so this needs to be planned in advance. 

 

CRO  
MOON SME 

All ANSPs 

Already 
started 

May 31st  

5.2 Develop and publish a plan for the deployment of 
new RMUs. 

CRO  
MOON SME 

June 1st  July 31st  

 

3.4 Action 6 
The actions listed in the table below are proposed to define the quality of service performance 
monitoring requirements for each state. 

Each ANSP implementing the DLS IR is required to monitor the quality of service it provides. 
Precisely how this requirement will be interpreted by the national regulators is not yet known. 
However ED120 defines a set of performance requirements5 which are expected to form the basis for 
the required monitoring and so there is expected to be a high degree of commonality between the 
requirements of the different regulators. It would seem to make sense for the CRO to offer a service 
that provides this common set of performance statistics. The CRO may also be able to provide 
specific statistics required by particular regulators.  

                                                      
5 Note the value to be assigned to certain performance requirements is left to the individual state to define in ED120. 
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In order to establish the requirements for the CRO statistics service it is necessary to gain some 
insight into the requirements from the national regulators, this will then enable a set of requirements 
for the CRO statistical reporting to be established. It is proposed that EUROCONTROL develop a 
discussion paper proposing a detailed set of requirements6 for the QoS monitoring, review it within the 
Link community and then organise a meeting to discuss the subject with the various national 
regulators, before finally publishing a guidance document on the subject. 

Step Activity Responsible Start 
Date 

End Date 

6.1 Propose a set of performance monitoring 
requirements for discussion within Link 
community. 

Link 
programme  

April 1st  April 30th  

6.2 Review proposed QoS performance monitoring 
and update proposal. 

Link ANSPs May 1st  May 31st  

6.3 Organise meeting of regulators to discuss the 
proposal and to agree a common baseline of 
performance monitoring requirements (that could 
be supplemented if needed by national regulators 
if needed). 

Link 
programme 

 Target 
meeting in 
June 2012 

6.4 Publish a guidance document concerning QoS 
monitoring. 

Link 
programme 

July 1st  July 31st  

6.5 Agree the split between what reporting should be 
created centrally via the CRO and what would be 
done by individual ANSPs. 

CRO co-
ordinator 

ANSPs 

Aug 1st Aug 31st  

 

3.5 Action 7 
The actions listed in the table below are proposed to update the CRO tools to provide the required 
performance monitoring reports. 

Step Activity Responsible Start 
Date 

End Date 

7.1 Establish current statistics capability of each 
existing tool (LISAT, MOON, ROUTE-MON). 

CRO co-
ordinator 

Now Aug 31st  

7.2 Establish the statistics that will be made available 
by ACSPs. The ‘generic requirements for ACSP’ 
document identifies a number of monthly 
statistics to be made available. We need to 
establish whether these statistics can be made 
available to the CRO, either directly from the 
ACSPs or via the ANSPs. If it is via the ANSPs 
then we need to ensure there is a common set 
that everyone agrees to provide (otherwise these 
statistics will be of lesser value). 

Link 
programme 

Now Aug 31st  

7.3 Determine the most effective way to produce the 
required statistics. Decide which tool(s) should 
be used to generate the statistics and identify 

CRO co-
ordinator 

Sept 1st   Sept 31st  

                                                      
6 To include which parameters are to be monitored, how frequently the information should be published etc.  
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any changes that may be required. 

7.4 Update tools to provide required common 
statistics. 

Tool supplier October 
1st  

December 
31st  

 

3.6 Action 8 
The actions listed in the table below are proposed to establish the CRO website. 

It is proposed to develop a wiki for the CRO. This will provide a means for the wider link community to 
share knowledge in a simple way. An initial wiki will be created by the CRO co-ordinator to provide a 
general structure and some draft content, which will then be corrected and updated by the CRO 
SMEs before being publicised to the broader link community.  

Step Activity Responsible Start 
Date 

End Date 

8.1. Create initial wiki site. Populate with draft 
material. 

CRO co-
ordinator 

March 1st April 30th 

8.2 Review initial wiki and bring information 
contained up to date. 

CRO SMEs April 20th June 15th 

8.3 Publicise wiki to broader link community. Present 
at suitable meetings and/or publicise by 
email/other means. 

CRO co-
ordinator 

June June  

 

4 References 
[1]: CRO Terms of reference (approved by PSG) 

 


